d'lI!L ",_.

Lo

'Eraude Telecom
.o B
@ _ €Iservicios voz

Katia Gonzalez
Head of Fraud Operations and Services

;X)g)ics




"-‘
-
»

| Serviclos Voz

4 A

Ingresos recortados

MVNO / MNO

Pérdidas

a;x}?ics


http://www.google.be/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://commons.wikimedia.org/wiki/File:BlankMap-World6-Equirectangular.svg&ei=uYZ2VcHgE4TWUdKGg5AI&bvm=bv.95039771,d.ZGU&psig=AFQjCNHr9Uubn2oYLF-zO0bnhE0g6hJdkg&ust=1433917493175808
http://www.google.be/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://commons.wikimedia.org/wiki/File:BlankMap-World6-Equirectangular.svg&ei=uYZ2VcHgE4TWUdKGg5AI&bvm=bv.95039771,d.ZGU&psig=AFQjCNHr9Uubn2oYLF-zO0bnhE0g6hJdkg&ust=1433917493175808
http://www.google.be/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://theunlockr.com/2014/12/09/how-to-change-the-sim-card-on-the-motorola-droid-turbo/&ei=fIh2Vd7TA4rkUpTTgZAF&bvm=bv.95039771,d.ZGU&psig=AFQjCNEzeIUb911m3ng6TUk_3ysIyEaDpw&ust=1433917942218930

Fraude Telecom

%

/ CFCA - Estimacion de peéerdidas mundiales en 2013 a causa del fraucD

Pérdida anual : 46 billones USD...
|

Spamming 0. Losses in Billions USD

Domestic Revenue Share Fraud 0.
Private Use 1.2

Commission Fraud 1.4

D DOS 1.4
Theft 1.44
Payment Fraud 1.

IRSF International Revenue Share Fraud 1.

Simbox Fraud 2

Wangiri 2.3
Arbitrage 2.2

IMEI Reprogramming 2.6

Call Sell 2.

Hardware Reselling 3

Satellite Fraud 3.5

PRS —Abuse 4.

Wholesale Fraud 5.3

Roaming Fraud 6.

Source : www.cfca.org l o
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Two of FBI's ‘Cyber Most Wanted’ caught in Pakistan

Published time: February 17, 2015 17:38 Get short URL
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Conspiracy to Commit Wire Fraud; Conspiracy to Gain Unauthorized Access to Computers; Wire
Fraud; Unauthorized Access to Computers; Identity Theft
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Two individuals named on the Federal Bureau of Investigation’s Tags
most-wanted list of suspected cyber criminals have been Crime, Hacking. Information Technology.
captured by authorities in their native Pakistan, according to . e a

local officials.

Farhan Arshad and Noor Aziz Uddin were both apprehended in Karachi during a pre-dawn raid on

Saturday, an official with the Federal Investigation Agency — Pakistan’s equivalent to the FBI — told
reporters.

Authorities in the United States say that Arshad and Uddin were involved in an international crime ring
that scammed telecommunication companies out of an estimated $50 million between 2008 and 2012.
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PSY (Gangnam style)
telefono en Barcelona
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Ejemplo 1 — Fraude Roaming

Enero 2015

» 83 rangos diferentes

« 24 IMSI

« Inicio; 09/01/2015 (19h55) ;
UK * Fin: 12/01/2015 (9h53)

_ Bélgica « 10K llamadas (358K minutos) ?U
Franci

500.000 Euros
en 3 dias
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Ejemplo 2 — Fraude Roaming

Junio 2015

g W

47)
5)
Inutos)

UIOS

-
slide 13 bics confidential 22/01/2015 rk
_

ik


http://www.google.be/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://commons.wikimedia.org/wiki/File:BlankMap-Europe-v4.png&ei=0NVmVb2oNYat7gaa6YGwBg&bvm=bv.93990622,d.ZGU&psig=AFQjCNEb-iFmy6Sc1vtGADCUmwMoyHQOvQ&ust=1432888713118846
http://www.google.be/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://wwp.greenwichmeantime.com/time-zone/africa/ivory-coast/&ei=t9tmVdmtGaas7Ab1xYHwCQ&bvm=bv.93990622,d.ZGU&psig=AFQjCNFnJdTh9woO52cpnqWs1Tu9_x_qkg&ust=1432890656455815

mas rapido,
mas datos...
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